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EXPLOITS

MS OFFICE and PDF EXPLOITS

i hawve warious exploits to offer like -

office 2007 exploits doc, ppt ,xls

pdf exploits

exploits for 20032 also i have but since some of them leaked on forum already
customized exploits for office and pdf are also there

for sample ,creater and source code pm me.
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skype darkblackcodersi
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Open Source Cyber Weapon

TDL4 Starts Using 0-Day Vulnerability! 0.4

In early December, Kaspersky Lab experts detected samples of the malicious program TDL4 (a new
modification of TDSS) which uses a 0-day vulnerability for privilege escalation under Windows 7/2008
¥B8bMed (Windows Task Scheduler Privilege Escalation, CVE: 2010-3888). The use of this vulnerability
was originally detected when analyzing Stuxnet.
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The Stuxnet Source Code Available Online!
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in MISCELLANEQUS, SOURCE CODE

We are publishing Stuxnet source code as it is available online. For educational or
RA&D purpose only! Yes, this is decompiled using the Hex-Rays decompiler.

Stuxnet is a Microsoft Windows computer worm discovered in July 2010 that targets
industrial software and equipment. While it is not the first time that crackers have
targeted industrial systems,it is the first discovered malware that spies on and
subwverts industrial systems,and the first to include a programmable logic controller
(PLC) roothit.

Stuxnet is designed to programmatically alter Programmable Logic Controllers
(PLCs) used in those facilities. In an ICS environment, the PLCs automate industrial
type tasks such as regulating flow rate to maintain pressure and temperature
centrols.

Stuxnet targeted five Iranian organizations, with the probable target widely
suspected to be uranium enrichment infrastructure in Iran; Symantec noted in
August 2010 that 60% of the infected computers worldwide were in Iran. Siemens
stated on Nowvember 29 that the worm has not caused any damaage to its customers,
but the Iran nuclear program, which uses embargoed Siemens equipment procured
clandestinely, has been damaged by Stuxnet

Download Stuxnet source code Here
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Reversing Stuxnet's Rootkit (MRxNet) Into C++

Posted by AmrThabet on 6:53 PM

Hello Again

12 (Length € 0 mean coulds't be divide

“ o “ters
“ o 0 TERTAEE Te wl) &4 (TileTix ovPart e «33) || (FiieSite, uw.RighPare == 0
“ Arilenars [Langth ~4) o)

e H

6“9 12 (TMPCheck(rilenxrs,Length,TileSize.u.LovPare, FileSize.u, NighFace) =)l
“a TaneyPLe = UameDulfaec!

“1 TrarButterseNaxcEatepOttaat;

€52 (TLONG) UsezBuffer |= OxD1: ooy Lyte pir [eSssUserfulfersl).

53 Telxe!

“e BE (KwxtBareyOffaet e 0)1

s warwave (TaerButes, UnerSotter + XexsEacry0ftanc, Pravotzast - NexcEnteyOtinet)
54 ielxe]

5?7 32 (Entryfec 'eN)EnkcyFer = 0@

“e Drwak:

“y "’

“1 PrevOffauwt -= KextfarcyOffser:
42 while ( Prevotfawt e 0)1
€43 wuturm ((ULCKG)Uaschutier £ 357 ol Syte piy [eabpitee . wl







