




What is Second Life ? 

 Free online Virtual World. 

 MMOG (Massively multiplayer online game) 

 User-Generated content  

 Open Source viewer (Client) 



Economy in Second Life 

 Linden Dollars (L$) 

 Exchangeable for US Dollars ($$$) 

 4 Main industries  
 Real Estate 

 Adult Entertainment 

 Fashion 

 “Weapons” 

 

 





Weapon Industry in SL 

 User-Generated “Weapons” 

 Scripted Objects in LSL (Linden Script Language) 

 Uranium HUD (Heads up display) 

 Protect 

 Trap 

 Lag 

 Basically annoy.. 



LAG BOMB 



Exploiting Second Life 





iLife Viewer Highlighted Features 

 Crash other clients 

 DDoS other clients 

 Encrypted IM’s between iLife users 

 Spoofs MAC address & Hardware Serial 

 Free Uploads 

 Steal ANY user-generated content !!! 
(CopyBot) 



Second Life CopyBot 

 Developed in 2006 by reverse engineering 

Second Life protocol (External Bot) 

 Main purpose was “Backup” tool 

 Became popular 

 



Fly Everywhere Code Example 



Fly Hack 



Linden Lab wakes up ! 

 Banned over 10,000 Residents 

 Logging Clients activity 

 New Third-Party viewers policy 

 Released Second Life Viewer 2 

 

 



Final Results 



Thank You ! 

danpeleg1@gmail.com 

Links: 

 secondlife.com/ 

 en.wikipedia.org/wiki/Economy_of_Second_Life 

 Second-Life-Economy-Third-Quarter-2009 

 The-Second-Life-Economy-in-Q3-2011 

 wiki.secondlife.com/wiki/Source_downloads 

 en.wikipedia.org/wiki/CopyBot 

 danpesolutions.blogspot.com 
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