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Eile Edit Search View Debugger Options Windows Help

-] D N

N Mames window [E =] D Wieww-2 =1ER
.text:BA6C71CO lea eax, [ebx+esix2-4] -
M Add i '
A e .text:B886C71CD push  76h
D __safe_se_hander_co.. (00E20000 .text:BB6C7ICF mov [eax], cx
I Getlserblamei(x 5] 00es1o00 .text:BA6C71D2 pop ecx
I _ADVAPIZ2_NULL_TH..  00BG1004 .text:B06C71D3 moy [ebp+var 28], eax
I InitCommonCantiakE «fx] O06E1002 -text 80607106 lea eax, [ebx+esix2-6]
T ImageList Createfsxx5)  00B8100C -Eg:gfggggﬂgg ﬂ:ﬁ“ ?ggpwar 18], eax
1 Imagelist Addpy s 0ogE10To .text:086C71DF mov [eax], cx
I Imagelist Destroy(x] [0RE1014 text:BAGCTIEZ pop pax
I _COMCTLS2 NULL_TH.. 00681078 .text:0086C71E3 lea esi, [ebx+esix2-8]
I DirectSoundCreated:.« x] Q0E811C .text-BOGCTFIET push 18h ; Size
I _DSOUND_MULL_THU... 00681020 text:886C71E? mov [esi], ax
1 GelCharacterPlacement... 00621024 .text:8@6C71EC call TP2EYAPAXIES ; operator new{uint}
1 GetCharacterPlacement... [0RE1 028 Eexigggggil add 'ESE- 16h 0]
CreateDIBSectionfx+xx..  D0B91020 -text: mou ebprarg_tl, eax
} Gret:etL ec'mﬁ”fﬁ b .text:806C71F7 mou [ebp+uar 4], edi
Sl ont-anguageinioly .text:Be6C71FA cnp eax, edi
I CreateFortindiecta() 00651034 .text:006C71FC jz short loc_6C720A
I SetTestdlnix») 00681033 .text:886C71FE mov ecx, eax
I Sethaphiodefz s 00631 03C .text:BO4CT200 call ??0FileMgrStream@@OAERYZ ; FileMgrStream::FileMgrStream{void)
I ExtTestOutd[exnnxssy]  O0EE1040 .text:Ba6CT285 mov [ebp+arg_u], eax
I GetGlyphOutined(xx sy ODE1044 -text 00607208 imp short loc_6C720D
T GefTextMetricsts.s) 00681048 -E“Efgggggg: BT S oo
T GetObjectwixx,4) 00651040 -Lext: . .
- - - H - -- » 7
IF FortF e O0EE1050 text:BAGC720A loc GC728A: ; CODE XREF: ResourceTextureD3D::CreateTextureFromSheet({ushort const *,uint,IDire
By eF ontHEsOuEy.. .text:886C7200 noy [ebp+arg 4], edi
I GetTexttetricsin(x.x) 00631054 _text-BOGC72 6D
I CreateRoundRectRianlx... 00681058 .text:B886C720D loc_6C728D: ; CODE XREF: ResourceTextureD3D::CreateTextureFromSheet(ushort const *,uint,IDire
I GetDbjectafsx.x) 00&3105C .text:Ba86C720D mov ecx, [ebp+arg 4]
I CreatePensx.x) I0E81060 text:B06C7218 mov eax, [ecx]
I Rectanglefs 1.8 006a1NEd text:p8a6C7212 or [ebp+var_u], BFFFFFFFFh -
I GetBkCalorx) [0B21068 000467F4 006CT1F: ResourceTextureD3 0 CreateTestureFromSheet(ushort const * uint IDirect30Textured * * uint * uint *)+60
I GetTextCalorx] (0BS106C 1 m s
I DeleteDCl) 0061070 Bl 0]
{ ;aveDE[[):g[ ] ggg:}g:; 5873664 total memory allocated ~
estareDCx %
I CreateFontWixsssms, . O0EE 07C tg:gmg g;gge?.ls_gpap?ggilic:\Progra.n Files\IDAS&\procshpc.w32 for metapc...0K
I CreateSolidBnishix] 00E81080 Autosnalyifs ?ql{syste'n has been Tnitia]}'zeg.d
- Database for file 'MineSweeper.exe' is loaded.
} gre;tleFonllndlrectW[K] gggglgg; Eonpiyng ;1’1et'_c:\Fl'rog_|rc:L11 Files\IDASE\idc\ida.idc"...
(=1{ Xecuting unction main ...
5 [H'fo'”':’:] collabREate:collabREate has been loaded
I DelsteObiect(x) L |
1 ExtT estOuf(s, .80 %.5.... 00E21090 Python interpreter version 2.5.4 final (serial 0) 3
c ight 1990-2003 Python Softw Foundation - http://www.python. /
1 CreateCompatibleDCly) 00581034 opyright () yEnon sortware Foundation P/ /i BYERAN- 0r
; IpAPython version 1.1.0 final (serial 0}
! CreateBimap(s .4 0068108 Copyright (c) 2004-2009 Gergely Erdelyi - http://d-dome.net/idapython/
q i P || = - -
Pyt
Al idle Down Dhsk: 32GB
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N|U \wandering in memory land! ' EEN

000 0000 0000 0000 0000 - 0000 0000 0000 0000
010 0000 0000 0000 0000 - 0000 0000 0000 0000
020 0000 0000 0000 0000 - 0000 0000 0000 0000
030 0A00 0000 0900 0000 - 0900 0000 0000 0000
040 1010 1010 1010 1010 - 1010 100F OFOF OFOF
050 OFOF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
060 100F OFOF 4140 4040 - 4040 100F OFOF OFOF
070 OFOF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
080 100F OF8F 4140 4040 - 4040 100F OFOF OFOF
090 OFOF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
0OA0O 100F 8F42 4140 4040 - 4141 100F OFOF OFOF
0BO OFOF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
0CO 108F OF41 4040 4141 - 428F 100F OFOF OFOF
OD0 OFOF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
OE0O 100F OF41 4140 418F - OFOF 100F OFOF OFOF
OF0 OFOF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
100 100F OF8F 4241 420F - OFOF 100F OFOF OFOF
110 OFOF OFOF OFOF OFOF - OFOF OFOF OFOF OFOF
120 100F OFOF OF8F OFOF - OFOF 100F OFOF OFOF
130 OFQF QFQF QFQF QFQF - QFQF QFQF QFQF QFQF
140 100F OFOF [jmemmaiimd SearirEaMiamneg0F 0FO0F
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n l u [l Mine... 0= —
Memory |and Game Help
000 0000 0000 0000 0000 0000 0000
010 0000 0000 0000 0000 0000 0000 I- -
020 0000 0000 0000 0000 0000 0000
030 OAO0O0 0000 0900 0000 0900 0000
040 1010 1010 1010 1010 1010 100F
050 OFOF OFOF OFOF OFOQF OFOF OFOF
060 100F OFOF 4140 4040 4040 100F
070 OFOF OFOF OFOF OFOQF OFOF OFOF
080 100F OF8F 4140 4040 4040 100F
090 OFOF OFOF OFOF OFOQF OFOF OFOF bror—oro=
OA0 100F 8F42 4140 4040 4141 100F OFOF OFOF
OBO OFOF OFOF OFOF OFOQF OFOF OFOF OFOF OFOF
OCO 108F OF41 4040 4141 428F 100F OFOF OFOF
ODO OFOF OFOF OFOF OFOQF OFOF OFOF OFOF OFOF
OE0O 100F OF41 4140 418F OFOF 100F OFOF OFOF
OF0 OFOF OFOF OFOF OFOF OFOF OFOF OFOF OFOF
100 100F OF8F 4241 420F OFOF 100F OFOF OFOF
110 OFOF OFOF OFOF OFOF OFOF OFOF OFOF OFOF
120 100F OFOF OF8F OFOF OFOF 100F OFOF OFOF
130 OFOF OFQOF
140 100F OFOF [




n l u rﬂ- Mine... l = i
Memory |and Game Help
000 0000 0000 0000 0000 0000 0000
010 0000 0000 0000 0000 0000 0000 I- -
020 0000 0000 0000 0000 0000 0000
030 OAO0O0 0000 0900 0000 0900 0000
040 1010 1010 1010 1010 1010 100F
050 OFOF OFOF OFOF OFOQF OFOF OFOF
060 100F OFOF 4140 4040 4040 100F
070 OFOF OFOF OFOF OFOQF OFOF OFOF
080 100F OF8F 4140 4040 4040 100F
090 OFOF OFOF OFOF OFOQF OFOF OFOF bror—oro=
OA0 100F 8F42 4140 4040 4141 100F OFOF OFOF
OBO OFOF OFOF OFOF OFOQF OFOF OFOF OFOF OFOF
0OCO 108F OF41 4040 4141 428F 100F OFOF OFOF
ODO OFOF OFOF OFOF OFOQF OFOF OFOF OFOF OFOF
OE0O 100F OF41 4140 418F OFOF 100F OFOF OFOF
OF0 OFOF OFOF OFOF OFOF OFOF OFOF OFOF OFOF
100 100F OF8F 4241 420F OFOF 100F OFOF OFOF
110 OFOF OFOF OFOF OFOF OFOF OFOF OFOF OFOF
120 100F OFOF OF8F OFOF OFOF 100F OFOF OFOF
130 OFOF OFQOF
140 100F OFOF |




n l u rﬂ- Mine... l = i
Memory |and Game Help
000 0000 0000 0000 0000 0000 0000
010 0000 0000 0000 0000 0000 0000 I- -
020 0000 0000 0000 0000 0000 0000
030 OAO0O0 0000 0900 0000 0900 0000
040 1010 1010 1010 1010 1010 100F
050 OFOF OFOF OFOF OFOQF OFOF OFOF
060 100F OFOF 4140 4040 4040 100F
070 OFOF OFOF OFOF OFOQF OFOF OFOF
080 100F OF8F 4140 4040 4040 100F
090 OFOF OFOF OFOF OFOQF OFOF OFOF bror—oro=
OA0 100F 8F42 4140 4040 4141 100F OFOF OFOF
OBO OFOF OFOF OFOF OFOQF OFOF OFOF OFOF OFOF
OCO 108F OF41 4040 4141 428F 100F OFOF OFOF
ODO OFOF OFOF OFOF OFOQF OFOF OFOF OFOF OFOF
OE0O 100F OF41 4140 418F OFOF 100F OFOF OFOF
OF0 OFOF OFOF OFOF OFOF OFOF OFOF OFOF OFOF
100 100F OF8F 4241 420F OFOF 100F OFOF OFOF
110 OFOF OFOF OFOF OFOF OFOF OFOF OFOF OFOF
120 100F OFOF OF8F OFOF OFOF 100F OFOF OFOF
130 OFOF OFQOF
140 100F OFOF |
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nju s SQL Server - User Info. ' CON

0 4 8 c

0 1 0 0 50F3C38 ......o.o.o... 8<. .
10 1 5993988 4 59939F0 ..... I o..
20 3 0 0 5993998 ............. O..
30 14 5993A18 1A O ..\ 4.:..........
40 0 0 0 O ..B4............
50 0 59939D0 14 59939B8 ..... I 9..
60 C 11D9D4AA 11DO9D4AA O, ............
70 170101 180070 50F2001 50F3FFO0 ....Pvee. ...72..

5993988: sa (unicode)
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nju s SQL Server - User Info. ' CON

0 4 8 c

0 1 0 0 50F3C38 ......o.o.o... 8<. .
10 1 5993988 4 59939F0 ..... I o..
20 3 0 0 5993998 ............. O..
30 14 5993A18 1A O ..\ 4.:..........
40 0 0 0 O ..B4............
50 0 59939D0 14 59939B8 ..... I 9..
60 C 11D9D4AA 11DO9D4AA O, ............
70 170101 180070 50F2001 50F3FFO0 ....Pvee. ...72..

5993988: sa (unicode)
59939B8: master (unicode)
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nju s SQL Server - User Info. ' CON

0 4 8 c

0 1 0 0 50F3C38 ......o.o.o... 8<. .
10 1 5993988 4 59939F0 ..... I o..
20 3 0 0 5993998 ............. O..
30 14 5993A18 1A O ..\ 4.:..........
40 0 0 0 O ..B4............
50 0 59939D0 14 59939B8 ..... I 9..
60 C 11D9D4AA 11DO9D4AA O, ............
70 170101 180070 50F2001 50F3FFO0 ....Pvee. ...72..

5993988: sa (unicode)
59939B8: master (unicode)
5993998: myPa55word (unicode)
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N|U Ms Response [ CON

From our investigation 1t appears that to locate any
of the authentication information administrator
level privileges are required. This tends to fall
under Rule 6 of the 10 Immutable Laws of Security
(http://www.microsoft.com/technet/archive/community/
columns/security/essays/10imlaws.mspx) where
basically you have to trust your administrators.

liiternationalgSecuitylConierence


http://www.microsoft.com/technet/archive/community/columns/security/essays/10imlaws.mspx
http://www.microsoft.com/technet/archive/community/columns/security/essays/10imlaws.mspx
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CYBERSECURITY _,..
DEGREES - mas

o

FORIT SECURITY PROFESSIONALS

Home Froducts Blogs Buyers Guide Whitepapers

Topic Center: Financial Sernvices Health Care Retail Government Compliance 2(

Download Free White Paper Research: Five Challenges to Continuo

Home = News = Microsoft disputes password-stealing SOL Server bug

Microsoft disputes password-stealing SQL Server bug

T

Angela Moscaritolo September 02, 2009

For moare than a year, Microsoft has been sitting on a purported SQL RELATED ARTICI

Server vulnerability that could enable a malicious insider to obtain Mass SOL inj
users” passwords, claims database security vendor Sentrigo. scaling up

Mew mass Sl

. . . . ) infects 56,000
The software giant, however, said that the issue is not a security
Microsoft wan

flaw. vulnerability

Thousands o

The potential bug, which Sentrigo notified Microsoft about last SQL attack

September, involves SQL Server keeping passwords unenc ed in Microsoft recc
pt ping B rypt to address S(

its database memory, Slavik Markovich, CTO at Sentrigo, told _
Microsoft goe

SCMagazinellS.com on Tuesday. The issue affects SQAL Server massive SCQL

2000, 2005 and 2008, running on Windows operating systems. Researchers
of 3L attack:



NV passwordizer

Pass-what?
*How does It work
eCurrent status
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NU How does it work? [ N

session = ...
INFO OFFSETS = \

[Oxe0, 0x18, O0xl1ld4, Ox**, Ox**] # MSSQOL build #S$%"
info = mint.resolveOffsetslList (session, INFO OFFSETS) [-1]
username = mint.readDword(info + 0x28)
username len, username = \

( (username >> 16), username & Oxffff)
print 'User name:', mint.readString(info + username,
\ 1sUnicode=True)
password = mint.readDword(info + 0x2c)
password len, password = \

( (username >> 16), username & Oxffff)
print 'Password:', mint.readString(info + password,
\ 1sUnicode=True)

liiternationalgSecuitylConierence



NU current status

oSQ
oSQ
oSQ
oSQ

_ Server 2000
| Server 2005
| Server 2008

_ Server 2008r2 (AKA: 2010)

liiternationalgSecuitylConierence



nju Definition of |1/ CEON
Memory Software Analysis

Recovering internal implementation by reading

the memory of a running process.
Without disassembling machine code.

liiternationalgSecuitylConierence
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The Hedgehog connection

Database activity monitoring

liiternaticnalkSecurntyiConference




N|U More reasons to read merfiokrON

*Not everyone can do SRE, while everyone knows C++
*It's a great new useful method
*Avoiding conflicts with the law

InternationalkSecurityiConference




NV can be used for

*Security / Monitoring
*Debugging
*Cheating in games

liiternationalgSecuitylConierence



NU \wait a minute, this ain't new.

Game cheating engines
*Analysis of crash dumps

CON

liiternationalfst

€ Cheat Engine 55 EE

File Edit Process Help
- 000000 CA-firefos, exe

Found 5732
Addres= Valus * | Mew Scan | | Mext Scan |
006142C0 . settings
One14300 Abdh 43353854
O0el4340 Ahhh
007 3CEDD AAAE Scan typE[EHacWalue v]
0073CE40 ARhh . Walue type | 4 Bytes
01F27940 Ahdh
02907440 Ahhh temary Scan Dptions [ | Urrandamizer
0291FEAD Abdh
03325300 Ahhh
0333FSED AARE Q0400000 fFFFFFFF
03408920 AhAL
03510E20 Ahdh
03510ERD AhAA . -
Fl I b
Frozen Description bddress Type Walle -

Il

&dvanced optiohs ?
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NV 1o0ls for the task

Remote process memory reader
» Python is just the best

—PyDbg
— Mint



http://pedram.redhive.com/PyDbg/docs/

NJU Ap| needed

‘Read memory
*Search

» Differential search
Recursive search
*\WWandering around

liiternationalgSecuitylConierence



N|U Reading memory

00
10
20
30
40
50
60
70
80
90
A0
BO
CcoO
DO
EO
FO

6C29
0100
0000
0000
607B
7477B
0000
0000
0000
BO'/B
C47B
0000
0000
0000
007C
147C

760A
0000
0000
0000
Co603
Co603
0000
0000
0000
Co603
Co03
0000
0000
0000
Co03
Co03

6C29
387B
0000
0000
0000
74778
887B
0000
0000
0000
C47B
D8'/B
0000
0000
0000
147C

760A
Co603
0000
0000
0000
Co603
Co03
0000
0000
0000
Co03
Co03
0000
0000
0000
Co03

0100
387B
4C'7B
0000
0000
0000
887B
9C/B
0000
0000
0000
D8/B
ECT/B
0000
0000
0000

0000
Co603
Co603
0000
0000
0000
Co03
Co03
0000
0000
0000
Co03
C603
0000
0000
0000

0000
0000
4C'7B
6078
0000
0000
0000
9C7B
BO'/B
0000
0000
0000
EC/B
007C
0000
0000

0000
0000
Co603
Co603
0000
0000
0000
Co03
Co603
0000
0000
0000
Co03
C603
0000
0000

l)v.1l)v...

8{..8{
........ L{
T
t{..t{....

liiternationalgSecuitylConierence



N|U Reading memory

0
10
20
30
40
50
60
70
80
90
a0
b0
cO
do
el
£f0

AT76296C
1
0
0
3Co7B60
3Co7B74
0
0
0
3Co7BBO
3Co7BC4
0
0
0
3Co7C00
3Co77C14

AT76296C
3Co67B38
0
0
0
3Co7B74
3Co7B38
0
0
0
3Co7BC4
3Co7BDS8
0
0
0
3Co7C14

1
3C67B38
3Co7B4C

0

0

0
3Co7B38
3Co7BOC

0

0

0
3Co7BDS8
3C67BEC

0

0

0

0 ....8{..8{......
3Co7B4C
3Co7B60

3Co7B9C
3Co7BBO

3Co67BEC
3Co67C00 .
O
0O .l...

liiternationalgSecuitylConierence



N|U Reading memory

14
28
3c
50
64
78
8c
al
b4
c8
dc
£f0

AT76296C
3C6 /B33
3Co7/B4C
3Co7B60
3Co/B74
3Co/B88
3Co7/B9C
3Co7BBO
3Co/BC4
3Co/BD3
3Co/BEC
3Co7C0OO0
3Co7C14

A76296C
3C67B38
3Co7/B4C
3C67B60
3Co/B74
3C67B88
3C6/B9C
3C67BB0
3Co/BC4
3C67/BDS8
3Co/BEC
3C67C0O0
3Co7C14

O O O OO OO oo oo

O O O OO OO OO o o oo

O O O OO OO Oooo oo

liiternationalgSecuitylConierence



N|U Reading memory

14
28
3c
50
64
78
8c
a0
b4
c8
dc
£f0

Next

AT76296C
3Co /B33
3Co7/B4C
3Co7B60
3Co/B74
3Co/B83
3Co7/B9C
3Co7BBO
3Co/BC4
3Co’/BDS
3Co/BEC
3Co7C0OO0
3Co7C14

Prev

A76296C
3C67B38
3Co7/B4C
3C67B60
3Co/B74
3C67B88
3C67/B9C
3C67BB0
3Co6/BC4
3C67BDS8
3Co/BEC
3C67C0O0
3Co7C14

Num items

o

O O O OO OO Oo oo oo

O O O OO OO OO o o oo

o=

2 * Dont Know

|_\

O O O OO O OO oo oo

liiternationalgSecuitylConierence



Python 2.6.4 (r264:75708, Oct 26 2009, 08:23:19) [M5C w.1500 32 bit (Intel)] on win32

Type "copyright™, "credits" or "license ()" for more information.
IDLE 1.2
>»» from mint.mint import *
x> m = mint (3284)
>»>» base = m.findModule ("=glservr.exe")
>>>» m.readNPrintDwords (base, itemsInRow=4)
a 4q g o
a 905a4d 3 4 ffff i
10 bE a 40 0 e e B.......
20 ] a a 0 e e e e e i e e e
30 a a a 100 i e e i e e a e
40 ekalfle cd08pb400 4cOlbE821 £85421cd . ....... . .L.'"Th
o0 TO2073e2 T2eT7efT7Z 63208del 6feebenl i= program canno
60 65622074 62757220 206e88920 20534f44 t be run in DOS5S
70 65e4e6fed a0d0dZe 24 a mode. . ..%5. ...,
850 deafe204 E5cl18340 85cl18340 B5cli8340 R - I - I
90 BS5acZ3bd E8L5cl8344 E8S5bcZ23bd4 BS5cli8343 E..D....¥..C
ald BSc08340 EBS5cl18001 85kad4567 BEcl8367 - gE..qg
B0 BSbEf47d7 85cl18341 85becd4567T BS5cli834f o BR.LLgEL LD
o0 BS5acd5e7 85cl8365 B85af4567 BS5clgSge ge..e...gE......
dd B5bBb4567T 85cl8341 85bd4567T B5cli8341 gE..Lh...gE. .4
=0 B5kE94567 85cl8341 68636952 BS5cligz40 gE..A...Rich@
£fo a a a 0 e et e e e ana
x> m.readlPrintEin (base)
Q0000000 4D5A 9000 0300 0000 - 0400 0000 FFFF Q00O i
Q0000010 BE£OO 0000 0000 0000 — 4000 0000 0000 0000 L. .e ... B.......
Q0000020 0000 0000 0000 0000 — 0000 0000 0000 0000 & ee e e eenmsnnwons
Q0000030 Q000 0000 Q000 0000 — 0000 0000 0001 0000 & . es e e eeaasmnnna
00000040 OE1F BAQCE 00B4 08CD - 21EBE8 014C CD21 5488 . ....... . .L.'"Th
QQo00os0 6973 2070 T2ZeF 8772 — &8leD 20863 61leE BE&F i=s program canng
Q0000060 T420 aZ65 Z0TZ2 TEEE - 206% gEZ0 444F 5320 t be run in DOS5S
Q0000070 eDeF 6465 ZEOQOD ODO&A — 2400 0000 OO000 Q000 mode. . ..%5. ...,
Q0000080 0QO4EZ AFDE 4083 C185 — 4083 Cl185 4083 Cl1E85 R - I - I
Q0000090 B423 ACBS 4483 Cl85 — B423 BCES 4383 CLlESs E..DLo...F..CL L
Q00000A0 4083 COBS 0180 C1B8S — &745 BALABLS ©TB3 CLES B....... gkE..g...
Q000000 D747 BFES 4183 C185 — &£745 BCEBS 4FB3 CL1E5 o BR.LLgEL LD
Qo0000OCo 6745 ACEBLS 6583 C1EBL - &£745 AFES QEELS CL1ES ge..e...gE......
Qo0000D0 6745 BEES 4183 C18LH - &745 BDES 4183 CI1ES gE..h...gE..&
QO0000ED 6745 B985 4183 C1E8S5 - 5269 6368 40B3 CLlE5 gE..A...Rich@
QO00000F0 0000 0000 0000 0000 — 0000 0000 0000 0000 & ee e e emnmsnnwns

x>
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Eile Edit 5Shell Debug Options

Windows

Help

Python 2.6.4 (r264:75708,

Tyvpe "copyright™,

Cct 26 2009,
"eredita" or

08:23:13)

[M5C +.1500 32 bit
"license (}" for more information.

IDLE 1.2

»»>» from mint.mint import #

x> m = mint (3284)

»»> base = m.findModule ("'=sglservr.exe")

x> m.readlNPrintDwords (base, itemsInRow=4)

0 4 B c

0 305a4d 3 4 ffff 1
10 bE 0 40 0 ceeeean @a.......
20 0 0 0 1
30 0 0 0 L
40 ebalfle cd0Sb400 4c0l1bE21 685421cd . ....... 1,.L.'Th
o0 TO0Z207368 TZ2eTefT7Z 63206del efeetenl i= program canno
60 65622074 eeT5T220 206e6920 20534f44 t be run in DOS
70 &65646fed alddidze 24 0 mode....5.......
B0 deafez04 B5cl1B8340 B5cl8340 B5cl8340 .@...8...8
90 85acZ3ib4 BS5clE344 EBSbcZ3b4 E5clB8343 #..D....%..C
all B5c08340 B5clB001 BSkba4d4S67 EBL5clB367 @a....... gE..g
B0 85bf47d7 B85clE341 BSbc4d4S67 BS5cliB834f EoL4LL.gEL LD
cl BLhacd4ieT EScl8365 E5af4567T BLclibhfe gE..e...gE......
d0 85bb4567 B85clE8341 BS5bd4567 E5clB8341 gE..L...QE..A
el 85b984567 BLHclE34]1 BEB3I095Z2 E5clBE340 gE..A...Rich@
hald 0 0 0 1

(Intel)] on windZ

»»>» m.readNPrintBin (base)

Squeezed text (about 17 lines). Double-click to expand, middle-click to copy, nght-click to preview.

=3 |
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File Edit Shell Debug Options

Python 2.6.4 (r264:75708, Cct 26 2005, 08:23:19) [M5C w.1500 32 bit (Intel)] on winiz _J
Tyvpe "copyright™, "credits" or "license ()" for more information.

IDLE 1.2

i mint.mint *

x> m = mint (3284)

=»> base = m.findModule ("sglservr.exe')
=»> m.readNPrintIwords (base, itemsInRow=4)

-

]
0 905a4d
10 b8

- -

U L

Windows Help

4

[ T e T FH ]
i:s

[ S e Y R v
Fh
Hh
Fh
Fh
=
1

30 T
40 ebalfl

S0 7020736}
60 65622074
T0 6-6de6fed
B0 doafeZ(d
90 Bhacibd
al 85c0B344
0 B8Sbf4Td)
cl S5acdse]
dl 85bbh456]
el 85b9456]
fo q

=»> m.readNPrintBin(base

Squeezed text (about 17 lines). Doull

Fr

% tmpmrl8galongidletext (~\AppData‘lLocal\Temp) - GVIM1

File Edit Tools Syntax Buffers Window Help

AEPE 9 @] BRI SIATHRO ?

Eﬂﬂﬂﬂﬂﬂﬂ 4D5A 90688 A300 8600 - BLOQ 0088 FFFF G080 M e eeeeaa
fgBBe018 E880 9000 ODOO DOBBA - 4008 DOOO BBO0 6008
00000028 0880 9000 ODBOG DOBA - 0009 DBOO BOO0 6008
A800B6838 0008 G000 8880 BOA8 - B0G8 0080 8001 BO8A
ogeeeo48 BE1F BAGE 60BY4 B9CD - 21B8 O14C CDZ21 5468  ........ *..L.'Th
ogeeease 6973 26878 726F 6772 - 616D 2863 616E GEGF is program canno
aa008868 7428 6265 2872 7S6E - 2869 6EZ20 444F 5328 t be run in DOS

opgeea’e  6D6F 6465 ZEBD BDOA - 2408 DBO0 B800 6000 mode....$%.......
00000088 O4E? AFDG6 4883 C185 - 4883 C185 4883 C185 SR S - [ - [
00080098 B423 ACBS 4483 C185 - Bu423 BCSS 4383 C185 N SR | D | A H
ogBBe0ABd 4883 CO85 8188 C185 - 6745 BASS 6783 C185 MB....... gE..g...
ogeBened D747 BF8S 4183 CA85 - 6745 BCSS 4FB3 C185 .G..A...gE..D...
ogBBeacA 6745 ACBS 6583 CA85 - 6745 AFSS 9EBS C185 gE..e...gE......

ogeeeaDe 6745 BBBS 4183 CA85 - 6745 BDSS 183 C185
OOBBBBED 6745 B985 4183 CA85 - 5269 6368 4883 C185
000000F8 0880 8000 ODBOG DOBBA - 0009 DBOO BOO0 6008

gE..A...gE..A...
gE..A...Rich@. ..

m



NU pata display: Graphical !/ EON

Credit goes to Kartograph (DefCon2010)

In memory
lnternationalfSecurityiconference



nju Recursive Search [ N

>»» for route in m.recursiveFind (0xS4e5e58, ses=sion, 0x200, 3):
m.printRecursiveFindResult (route)

Ox54e5elc ['Ox1al0', 'OxB', 'Ox%98', '"Oxf4']) 89022040
Ox54e5elc ['Oxlald', 'OxbO', "0Oxf4']) 88022040
Ox54e5elc ['Oxlad4', '"OxS9E8', '"0Oxf4') 88022040
Ox54e5elc ['Oxld4', 'Ox44', '"0OxBec', 'OxZ2c'] 88022040
Ox54e5elc ['Oxld4', 'Ox44', "0x830', 'Ox2c'] 85022040
Ox54e5elc ['Oxld4', 'Ox44', "Oxb4', 'OxZ2c'] 85022040
Ox54e5elc ['Oxld4', 'OxlOc', 'OxBc', 'Ox2c'] 839022040
Ox54e5elc ['Oxld4', 'OxlOc', 'OxB80', 'Ox2c'] 839022040
Ox54e5elc ['Oxld4', 'OxlOc', 'Oxb4', 'Ox2c'] 839022040

S
lnternationalgSecuryiConierence




(o

Let's take a trip

memory land

e

lternationalgSecuriyfconierenc



nju What lives in the |''GEIN
memory realm?

*Pointers

Data

*Text

*Time stamp
Complete Random
*Code

liiternationalgSecuitylConierence



NV pata types (Session data)!! 'EOMN

0 8B4354 37EA374 37EA374 TC...... t.~.t.~.
10 1 o 59E8258 0 ... Xeveun..
20 0 0 33 0 ... 3.,
30 0 4FEOEEB5 4745091B 5B8DEAO9A ....... O0..EG...[
40 7C6F9ADY9 2E2A970 2 33 ..0lPeee.... 3...
50 3EA 0 0 e —
60 1 0 0 P . . . ..
70 0 0 E6 O .....\ 8.........
80 FO1E71 9D8B F8717C2F 8 g....m. /1q.. ...
90 FOB145 9D8B FOB145 9D8B E....... Eovono...
a0 EC8606 9D8B 2 i .-, .......
b0 F8717C2F 8 39 W /| g, . 9.
cO 3D5 0 0 0 .... 9........
do 0 0 0 0 ......@P.......
e0 0 0 0 O
0 39 0 0 O Ottt

100 3D5 0 F O et e e e e e e e e
110 4F 0 AFE 0 N....... N..o.....
120 AF 0 0 0 N.u'v'iwiiieeeenn.
1 30l L DASE 0 Q O —
140 0 lntesrationaidsecurityfCont 2 e ce—"—. AT
150 5B8EDG6 0 0 0 [ e e e e e e



NV pata types: Data GO

0 8B4354 37EA374 37EA374 TC...... t.~.t.~.
10 1 o 59E8258 0 ... Xeveun..
20 0 0 33 0 ... 3.,
30 0 4FEOEEB5 4745091B 5B8DEAO9A ....... O0..EG...[
40 7C6F9ADY9 2E2A970 2 33 ..0lpee.e... 3...
50 3EA 0 0 e —
60 1 0 0 P . . . ..
70 0 0 E6 O .....\ 8.........
80 FO1E71 9D8B F8717C2F 8 Jg....... /1q.. ...
90 FOB145 9D8B FOB145 9D8B E....... Eovono...
a0 EC8606 9D8B 2 i .-, .......
b0 F8717C2F 8 39 W /| g, . 9.
cO 3D5 0 0 0 .... 9........
do 0 0 0 0 ......@P.......
e0 0 0 0 O
0 39 0 0 O Ottt

100 3D5 0 F O et e e e e e e e e
110 AE 0 AE 0 N....... N..o.....
120 AE 0 0 0 N.u'v'iwiiieeeenn.
1 30l L DASE 0 Q O —
140 0 lntesrationaidsecurityfCont 2 e ce—"—. AT
150 5B8EDG6 0 0 0 [ e e e e e e



NV pata types: Pointers GO

0 8B4354 37EA374 37EA374 TC...... t.~.t.~.
10 1 O 59E8258 0O oo, Xeweeen.
20 0 0 33 0 ... 3.,
30 0 4FEOEEB5 4745091B 5B8DEAO9A ....... O0..EG...[
40 7C6F9AD9 2E2A970 2 33 ..0lPeee.... 3...
50 3EA 0 0 e —
60 1 0 0 - . . ...
70 0 0 E6 O .....\ 8.........
80 FO1E71 9D8B F8717C2F 8 g....m. /1q.. ...
90 FOB145 9D8B FOB145 9D8B E....... Eovono...
a0 EC8606 9D8B 2 i .-, .......
b0 F8717C2F 8 39 W /| g, . 9.
cO 3D5 0 0 0 .... 9........
do 0 0 0 0 ......@P.......
el 0 0 0 O
£0 39 0 0 O Ottt

100 3D5 0 F O e e e e e
110 4F 0 4F O N....... N..o.o.o.o..
120 4F 0 0 O N
130—11DASE 0 Q O —
140 0 lntesrationaidsecurityfCont 2 e ce—"—. AT
150 5B8EDG6 0 0 0 [ e e e e e e



N|U \Where this memory belongs f6&N

Data section
*Code section
*Stack

*Heap

*OS

liiternationalgSecuitylConierence



NV pata types: Time stamp GO

0 8B4354 37EA374 37EA374 TC...... tonmito~.
10 1 o 59E8258 0 v Xouun..
20 0 0 33 0 v 3.
30 0 4FEOEEB5 4745091B 5B8DEAOA ....... 0..EG...|
40 7C6F9AD9 2E2A970 2 33 ..O|Peuun... 3. ..
50 3EA 0 0 o
60 1 0 0 ——
70 0 0 E6 o ..... 8. ... ... ..
80 FO0lE71 O9D8B F8717C2F 8 geeen... /1. ...
90 FO0B145 OD8B FOB145 OD8B E....... E.uun...
a0 EC8606 9DSB 2 o .. @
b0 F8717C2F 8 39 W /| g, . 9.
c0 3D5 0 0 0 ... 98
do 0 0 0 0 ...... 9 .......
e0 0 0 0 o I
£0 39 0 0 0 9

100 3D5 0 F o I
110 4F 0 AR 0 N....... N..owo...
120 4F 0 0 0 Nuverrruuunnnn..
130 11DASE 0 0 o
140 0 lntesrationaidsecurityfCont 2 e ce—"—. AT
150 5B8EDG 0 0 0 [ e e e e e e e



NV pata types: Random GO

0 8B4354 37EA374 37EA374 TC...... t.~.t.~.
10 1 o 59E8258 0 ... ) QR
20 0 0 33 0 ... I
30 0 4FEQOEEB5 4745091B 5BS8DEA9A ....... 0..EG...]
40 7C6F9ADY9 2E2A970 2 33 ..0|pPev.e.... 3...
50 3EA 0 0 e - - - - -
60 1 0 0 - . . ...
70 0 0 E6 O .....\ 8.........
80 FO1E71 9D8B F8717C2F 8 g....m. /1q.. ...
90 FOB145 9D8B FOB145 9D8B E....... E..o....
a0 EC8606 9D8B 2 U B
b0 F8717C2F 8 39 W /| g, . 9.
cO 3D5 0 0 0 .... 9........
do 0 0 0 0 ......@.......
el 0 0 0 O e
£0 39 0 0 O Ottt

100 3D5 0 F O e e e e e
110 4F 0 4F O N....... N..o.o.o.o..
120 4F 0 0 O N
130—11DASE 0 Q O —
140 0 lntesrationaidsecurityfCont 2 e ce—"—. AT
150 5B8ED6 0 0 0 P



N|U pata types: Code GO

00 6884 2478 026A 3368 - 6824 7802 6878 2478 h.$x.j3hhSx.hxS$x

10 026A 0lE8 85E6 B600 - 83C4 1433 COC3 9090 I I 3....
20 9090 908B FF55 8BEC - 81EC 0401 0000 Al24  ..... U.oovvenn. $
30 4032 0233 C589 45FC - 833D 8CC7 6D02 0056 @2.3..E..=..m..V
40 B8B75 0C74 0983 3DS90 - C76D 0200 7513 32CO .u.t..=..m..u.2.
50 5E8B 4DFC 33CD E8CY9 - 14C5 FF8B E55D C210 A T ]..
60 0068 0001 0000 8D85 - FCFE FFFF 6A00 50ES8 - . ......... J.P.
70 4534 C5HFF 8B45 1083 - C40C 3DFE 0000 0072 E4...E....=....r
80 O05B8 FEOO 0000 5350 - 8D8D FCFE FFFF 5651  ...... SP...... VO
90 EBE8 16C5 FF8B 7514 - 83C4 0C83 FEO02 766B  ...... Ue'eeonn. vk
A0 8ALD 088A C3F6 D856 - 8D95 FCFE FFFFE 52B9 k. . ... Veoo.o.. R.
BO 6840 3202 1BCO 83C0O - 2350 E8CA 68D0 0085 h@2..... #P..h...
CO C074 4884 DB/74 228B - 0D8C C76D 025B C744 LEH.o " .o.m. [.D
DO B1F4 0000 0000 BOO1l - 5E8B 4DFC 33CD E841  ........ ~.M.3..A
EO 14C5 FF8B EL5D C210 - 008B 1590 C76D 025B  ..... | P m. [
FO C744 B2F4 0000 0000 - BOO1 5E8B 4DFC 33CD D ~.ML 3.

liiternationalgSecuitylConierence



N|U pata types: Code GO

00 6884 2478 026A 3368 - 6824 7802 6878 2478 h.$x.j3hhSx.hxS$x

10 026A 0lE8 85E6 B600 - 83C4 1433 COC3 9090 I I 3....
20 9090 908B FF55 8BEC - 81EC 0401 0000 Al24  ..... U.oovvenn. $
30 4032 0233 C589 45FC - 833D 8CC7 6D02 0056 @2.3..E..=..m..V
40 B8B75 0C74 0983 3DS90 - C76D 0200 7513 32CO .u.t..=..m..u.2.
50 5E8B 4DFC 33CD E8CY9 - 14C5 FF8B E55D C210 A T ]..
60 0068 0001 0000 8D85 - FCFE FFFF 6A00 50ES8 - . ......... J.P.
70 4534 C5HFF 8B45 1083 - C40C 3DFE 0000 0072 E4...E....=....r
80 O05B8 FEOO 0000 5350 - 8D8D FCFE FFFF 5651  ...... SP...... VO
90 EBE8 16C5 FF8B 7514 - 83C4 0C83 FEO02 766B  ...... Ue'eeonn. vk
A0 8ALD 088A C3F6 D856 - 8D95 FCFE FFFFE 52B9 k. . ... Veoo.o.. R.
BO 6840 3202 1BCO 83C0O - 2350 E8CA 68D0 0085 h@2..... #P..h...
CO C074 4884 DB/74 228B - 0D8C C76D 025B C744 LEH.o " .o.m. [.D
DO B1F4 0000 0000 BOO1l - 5E8B 4DFC 33CD E841  ........ ~.M.3..A
EO 14C5 FF8B EL5D C210 - 008B 1590 C76D 025B  ..... | P m. [
FO C744 B2F4 0000 0000 - BOO1 5E8B 4DFC 33CD D ~.ML 3.

liiternationalgSecuitylConierence



N|U pata types: Virtual table |'/'CEIN

0 4 8 c
00 1IBF767C 1BF7674 1051866 10518B9
10 1ICOF93D 1COF960 1COOB78 145AA0%2
20 1COFSC7 145AC1F 90909090 55FF8B90
30 5653EC8B 8BF98B57 20A83847 ©6A80875
40 AC39850F 8B660046 458B0OC5S55 205D8BOS8
50 3314758B 104D39C9 3C578966 950F178B

liiternationalgSecuitylConierence



NV pata types: Virtual table ' SEN

0 4 8 c
00 1BF767C 1BF7674 1051866 10518B9S
10 1COF93D 1COF960 1COOB78
20 1COF9C7 90909090 55FF8B90
30 5653EC8B 8BF98B57 20A83847 ©6A80875
40 AC39850F 8B660046 458B0OC5S55 205D8BOS8
50 3314758B 104D39C9 3C578966 950F178B

liiternationalgSecuitylConierence



nju

Searching\for sesgions table

liiternationalgSecuitylConierence



it ’I {
NI* Step Gprasementsudio & mE )

File Edit Vi Query Project Debug Tools Window Community Help
A NewQuery | [y [ h G i | b |5 H I &

17 | master * | ¥ Execute b v ey H = % E3EHE = = | =
Object Explorer ~ 0 X //SQLQueryl.sql- FL...H.master (sa (60)) | -
Connect = 3} a4 E select session id, connection id

= L from sys.dm exec connections
= L.ﬂ FLIPFLOPA\SQL2008_RESEARCH (SQL Server where session id > 50

1 Databases —
1 Security
1 Server Objects
1 Replication
1 Management
| & 50QL Server Agent
4 | 1 b
Results Li:." Messages
session_jd  connection_id -
10 60 : 58BSEFAC-OF1F-4EAS-BAAF-18C64F3DFEFE
11 61 6ADBT1ES6-300E-42E3-9E51-BC2D0B6ESE56
12 &2 BF7B1457-TCA487A-97E4-DBF5I4TAFR2A El
13 63 SDF25623-DDBE-48C1-B70C-5B8303F3C2BE0
14 63 SFOFSCY3-6510-4080-B350-B316BS1E142C
15 [ A TRCCAR-FCAS-ARTR-RATR-IN T RAPATINZ -
< T + | LIPFLOP\SQL2008_RESEARCH (... | sa (60) | master | 00:00:00 | 20 rows
Ready Ln 10 Coll INS




nju Step 2

& Cheat Engine 5.5 I. o | = |ﬂh
File Edit Process Help
00007 0B 4-zqlzerv. exe
'1' ]
Found: 3
Address Value | Mew Scan | | MNest Scan ‘ Undo zzan
06S0EABC  AC EF BS 58 1F OF A5 4E B4 AF 18 Cé 4F 3D FB FE Auray of Byltes settings
06522F0C AC EF BS 58 1F 0OF AL 4E 84 AF 18 Ch 4F 3D FE FE [] Hex P
06592161 AC EF BS 58 1F 0OF AL 4E 84 AF 18 Ci 4F 3D FBE FE
Scan t_l,Ipe| Search for this aray - |
Yalue type | Array of Bytes
Memary Scan Options | Unrandarmizer
16-Bit @ 32-Bit Al 7] Enable Speedhack
00400000 FFFFFFF| [Show

Alzo szan read-only memary
Fazt szan Hypper Scan

Pauze the game while scanning

[

bermory view |

Frozen Description

Advanced optionz

Address

Tupe

Y alue

| Add addrezs manually |

e




n:'-éi.h'lic e Ma ntﬂn“. =lE “h

Project Debug  Tools Window Community Help

2 Newauery | mm = P

| master Vbt > v 13 S[E G QBN =2 E 2
Object Explorer = & % | 5QLQueryl.sql - F...master (sa (60))* hd
Connect = ﬂ !1&1 [ select session id, connection id

A FLIPFLOP\SOL2008 RESEARCH (SOL S from sys.dm exec connections
= L'ﬂ Wwa - ool where segsion id > 50

| Databases -

[ Security . ct 'aaaAaaARAA3AA333A333R33ARR33333333338

1 Server Objects

1 Replication
1 Management

ﬁ SQL Server Agent
| ] 1 3

3 Results ij Messages

{I"-.In column name)
1 EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
‘| i | FLIPFLOP\SQL2008_RESEARCH (... | sa (60) | master | 00:00:00 | 1 rows
Ready Ln> Col Ch1 INS




§ Cheat Engine 5.5

File Edit Process Help

— 00007 0B 4-zqlzervr. exe
|

Found: 3
Address Value | Mew Scan | | MNest Scan | Undo zcan
050EA8C  AC EF BS 58 1F OF &5 4E 84 AF 18 C& 4F 3D FE FE Auray of Bytes settings
0e522F0C 4C EF BS 58 1F OF AL 4E 8A AF 18 Ck 4F 3D FB FE [V Hex  acefbSae1 flia54e0aaf! ScE4fdibfe
61 61 61 61 61 61 61 61 61 61 61 61 61 61 A1 A1
Scan t_l,l|:u3| Search faor this array - |
Yalue bppe | Aray of Butes
Mernory 5can Options ™| Urwandomizer
16-Bit @ 32-Bit Al 7] Enable Speedhack

| Memany view |

Frozen Dezcription Address Type Yalue

Advanced optiohz

I

00400000 fFFFFFFF| [Show

Blzo scan read-only mermany
Fazt zcan Huyper Scan

Fauze the game while scanning

| Add address manually |

e




NU siep 5 Ol -~ "

»»> M. readNPrintDwords (0x06522F0C - 0xE80, itemsInRow=4)
Q 4 8 c
a O fEffffff ffffffff L
10 Q a Q L
20 O fEffffff ffffffff L
30 Q a Q L
40 Q a Q L
50 a a a 1
60 a a a 0 i
70 a 1 doo0308 3 seisaarraaas Con
80 SEBbiefac 4eal0flf celBaffa fefb3ddf ...X...H....C=..
90 16  T78chcl g 0 ceena Veanrnnnns
al 0 557eicl 1000 1lcaeed ...... .
b0 £3Bc34 0  £370ck 0 4........ Peveenn
cd Q a Q L
dd &5907a8 c C 1000 .. Yeeivininnnnnn
el Q a 4 ceeff0Te Lo {...
f0 Ilckbleee beede3T: 1 b20deT4]l ....Tivvuvss A...
g



nlu SteEnﬁ ||: ’m

>»>» M. readNPrintDwords (0x0650EASC - 0xE80, itemsInRow=4)

0 4 8 C

0 0 0 0 2 s
10 1 6624d78 &beadldc 0 4L Sy [
20 3 5dessa0 1 o ... T i e
30 0 0 0 6628040 ............ @.b.
40 1000 40140 5b0dedd 11c4354 ....E....... IC..
20 630el28 37ead04 3Teadld 1 e T
60 0 6580258 0 [ 2
70 0 3c 0 0 e
80 S8boefac 4ead0flf celBaffBa fefbh3d4f ...X...N....C=..
30 eB522f08 0 0 1
af 0 0 0 1 e
b0 0 0 1 O e
¢l 0 26 0 160118 ....vvuuvevnn.s "
dd 8da3 b20efBba 3 1e3fef8 ... cC.
e 39da3 1e63fe88 9da3 15dbd77  ...... Counnna W.].
0 3da3 2 0 b20efBbs  ....cvvvinn,

PR



NV siep 7 | O

»>»> m.readNPrintDwords (Ox0650EABC - 0x80, itemsInEow=4)

a0 4

0 0 0
10 1 o624dTE
20 3 5de5880
30 a0 a0

40 1000 40140
20 630el28 37Tead04

60 0 6590258 :

70 0 3c 0 e Y
80 5Bbiefac 4ead0flf cel8afBa fefb3d4f ...X...H....C=..
30 e322f08 0 0 N
al 0 0 0 1 i
ol 0 0 1 L
cl 0 =7 0 1e0118b ......v.eccuunn T
dd 3da3 b20efBbs 3 le3fef8% ..., c.
el 3da3 1e63fel5 9da3 15dkd77 ...... Covens W.].
fo 3da3 2 0 b20efBba ...

e



Nfu g6

x> m.readiEBri

T

iggwurdsiﬂxllcQEEQ, itemsInEow=4)

10
20
30
40
50
b0
70

80
al
b0
c0
dd
el
fa

0
11c72a7
1sckbbc
15cbbbc
15ckbbbe

8d5lecBhb

40bb
ffeaecth
4024al5l
558b0000
8b3774d:2
g8366ffff
18413b66
29000000
8b90580%50
eq8l087d
850fc085

9
11c7150
1ockbbc
15cbbbc
15ckbbbe

ca831041
c3o0desBhb
a89%b7868
co53302c3
fOS583908
c8831cdl
f0lladl
Sbc2940f
c2odesBhb
ec8bS5ff
ffffe000
20448

1)
L5

1locbbbc
laocelec
15cbbbc
90909040
clOff0ff
9080390480
ale40?2
f4458d50
fedseT
c70283901
891a41b7
f44d8bc?
d2330004
260c4580
e8celBbi(
ladeb70L

c
locclcd
15cclde
15cbbbc

S55££f8b40

840f4al0

2off8ba0

20000000

alod

85000000

fffffc4s

d2331chl
d8964
9080cdel

Bb57f08Bb

ffffffed
1f28366

.T..Bg (P
N R Vel
L Vel
T P 9]
QB J..
T 4]
J.n%...d..... E
Q.%E..3.P.E.d
L 1 I I
oSl < E..
E.h. ... L..0.3
- M.d
A R . I
..... J...E.V..W
c e e P...m...
N P F.f



NU step 9 | O

»»» Nex (0x00o0EABC - Ox34)
'Uxbaleaat’
55y |




NU step A

CON

& Cheat Engine 5.5 EE
File Edit Process Help
00001 DB 4-zqlzerr. exe
Found: B I I
Addres= Value | Mew Scan | ‘ Mext Scan | Undo zzan
0659042C  DESOEASS Setings
06590CDE O650EASR
06591470C O650EASR
N&E59A4280 N&ESNEASE Scan type|E:-:an::tUaIue v|
DACTAZAD 06S0EASSE Value type | 4 Fiytes
DACE0Z2A0 06S0EASS
Mernary Scan Options [T Unrandomizer
1Bt (@ 32Bi Al 7] Enatle Speedhack
oo400000 TFFFFFFF| (S o
Alzo zzan read-only memaorny
Fast zcan Hyper Scan
Pause the game while zcanning
| Memary view | | Add addrezs manually|
Frozen Dezcription Address Tupe Walle -
[T Mo description OERODEABC Bray of Byte
1l
Advanced optionz ?




NU step B

€ Cheat Engine 5.5 = | B )
File Edit Process Help
0000108 4-zqlzervr. exe
Found: 8 '
Addre=s= Value | Mew Scan | | Mext Scan | Undo zcan
Settings
037EA404 UeS0EAGD Value:
037EA408 U6S0EAGD and E50eabi
DEL90AZC U6S0EALS
NES90Che NECOEAGS Scan type|"u"alue between... T|
0659147C O650EASSR Value type | 4 Bytes
06594280 OeS0EASSE
OACTAZED OGES0EASS temary Scan Options | Urwandomizer
DACE0Z2E0 O6S0EASS 16-Bit @ 32-Bit Al [T Enable Speedhack
oo400000 TFFFFFFF| (S how
Blzo zoan read-only memary
Fazt zzan Huyper Scan
Pauze the game while zcanning
| Memony view | | &,dd address manually |
Frozen Deszcription Address Tupe alue »
[ Mo description OBROEARC dyray of Bute
]
Bdvanced options ?




n'“ Step C

»»>» m.readlNPrintDwords (0x037TEA404, itemsInRow=4)

g g

10
20
30
40
a0
60
70

80
al
b0
c0
do
el
fo

0
650eaé&l
58b0asl
boleesl
650fa20
6S0fclE
37eads4d
37ead64d
37eadT4
37ea484
3722494
37eadad
37eadb4
37eadcd
3T7eadd4d
37eaded
37ead4f4

4
650eaé&l
bo0ecal
boleesl
650f048
6S0f630
37eads4d
37ead64d
37eadT4
37ea484
3722494
37eadad
37eadb4
37eadcd
3T7eadd4d
37eaded
37ead4f4
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nju Step D

©050ean6l

4

58b0an60
650eebl
650£fa20
650fc18
37eadb4
37eadod
37ead’’4
37ead 4
37ead94
37eadad
37eadbd
37eadcd
37eadd4
37eaded
37eadfd

650ecb8
©650eeb0
650£048
650£630
37eadb4
37eadod
37ead’l4
37ead 84
37ead 94
37eadad
37eadbld
37eadcd
37eaddd
37eaded
37eadf4

(0 0)

O O OO OO OO OOOWHkxEFkIDN

(9

O O O OO OO IO ODOoOooooo

Q. H -
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% tmpﬂxuﬂfmln;Eldletext{ ~\AppData\Local\Temp) - GVIM2

E=E)
F Edit Toels 3Syntax Buffers Window Help
ANRE 9 @ BRERRISESA|THRO
37e9fay 5} 5} 5 5 -
37e9fby 5} 5} 5 1
37e9fcy 5} 5} 5 1 =
37e9fdy 5} 5} 5 1
37e9fely 5} 5} 5 1 rre i e eaaaaa
37e9F+y Ofh8 37e80628 A 5} S
J7eafiy 2c6048 s 2 2 L
J7eafly 1 A 3890868600 3¥dcAdd ... ... ........ ¥
J37eafd?y 5} 1 5 5
J37eafd3y 3I7edffi 3 1eB800008 5} c Y e e e e
Jd7eafhy 3J7eafly 37eabdlh 5 B D.~. D™ -
J37eafdsy S182288 5102288 1 B S e
Jd7eafdby 5182478 5102478 1 B SN
37ead7y 5182678 5102678 1 B p&..p&.. ...
Jd7ead8y 5182868 5102868 1 5} hi..h{.......--.
J37ead9y 5102368 5102a60 1 5} L TE L Liaa..
J7eaBay 5102c58 5102ch58 1 5} b
J37eadby 5102e58 5102e50 1 5} L
Jd7fealchy 5103048 5103048 1 5} HB. . HB. . ........
J7feaddy 51083248 51032408 1 5} 2. @2, . ........
J7ealely 5103438 5103438 1 5} 4. .84 .. ......
J37ealfy 5183638 5103630 1 5} B6..86..........
J37eal1By 51083828 5103828 1 5} (8..(8B........-.
37eatl1y 5183a28 5103a28 1 5} e Teeeeeemea- b
21,44 %




NV step F g--

It e 55 B

File Edit Process Help
000071 0B 4-zqlzerv. exe
'1 =4
Found: B
Address Value
Settings
02C1145C 037EAQ4D Value:
037DCO01C 037EAQODD and 37eals0
037EAD44 037EAD44
N37EAD4R 037EAN44 SCat type|"-"alue between. .. ‘-'|
037EDFFS 037EAQDZE Value bype | 4 Bytes
03890020 037EAQODD
Memory Scan Options | Unrandamizer
16-Bit @ 32-Bit Al [7] Enable Speedhack
00400000 TFFFFFFF| [Show
Alzo zoan read-only memary
Fast zcan Huyper Scan
Pauze the game while scanning

Frozen Description bAddress Tupe Value *
Advanced optiohs ?




N|U \What did we get? | CON

A pointer to a table set in a global address (In the data section)

*All currently connected sessions

A struct with information about every session, such as session id, user
name, password...

liiternationalgSecuitylConierence



N|U version proofed | CON

*Everything iIs lost with each new update
oIS It7?
Hardly ever, because when they add something to a class /
struct they add it to the end of It.
*They hardly ever change the basic stuff
oIt just doesn't happen

liiternationalgSecuitylConierence






N|U Automating Update Proof ||/ EEIN

Lets say that there are changes in memory structures
*The patterns survive
*x86 vs AMD64 vs |A64 vs all the others

liiternationalgSecuitylConierence



NU candy [ EEN

*Python environment to define memory patterns

Patterns of shape
‘Name

*‘Range
Data type

liiternationalgSecuitylConierence



NU Range

One of three:

1.End range 0x10

2.(start, end) (0x10, 0x20)
3.(start, end, step) (0x10, 0x20, 4)

liiternationalgSecuitylConierence



NU pata Types O

‘NUMBER (const value / range / enum, size)

‘BUFFER (const value / anything goes, size)

*STRING (Nullterm, Is_unicode, isPrintable, const value)
*TIME_STAMP(datetime)

‘POINTER

‘POINTER_TO_STRUCT

STRUCT

‘ARRAY

liiternationalgSecuitylConierence
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Shape example

SHAPE(
"name”,
(0x10, 0x20),
STRING(“NULLCon"))

liiternationalgSecuitylConierence



N|U Example of pattern Ol -~ "

0 4 8 c

0O 205DB800 209E2800 3 0 T
10 0 0 200B57CO C52CA0 ......... W. .,..
20 C52D15 45F189 0 3E ST DR > ..
30 33 0 1 41 3...5...... A...
40 B 0 41 41 .... 8. A...A...
50 2E000 Co0OBED 0 155 TS [ | .E.
60 0 0 0 737350  ............ Pss.
70 0 0 0 iy .. .........
80 0 0 0 y ..R..........
90 0 20006920 20606920 207ECS8CO ce.. 1017 L~
a0 209D2840 200068A4 200068A4 20606900 @(. .h> .h .1i°
b0 20 F2F0 1 0 e e e e
cO 2 21 0 209E2000 T .
dO0 209E2000 209E2000 4BCBE4 0 . . .« . Koo,
el 0 0 0 41 e e A...
£0 0 0 0 0 i e e e e
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N|U Example of pattern Ol -~ "

Pattern =
[
SHAPE("pssSlotsTable", 0x10000,
POINTER_TO_ STRUCT(

SHAPE("next", 0, POINTER()),
SHAPE("prev", 0, POINTER()),
SHAPE("name", (0x50, 0x100), STRING("Pss"))

# Shape is (Name, Place, Data type, )

liiternationalgSecuitylConierence



NU search on Windows 32bit 1|/ EON

Frr pattern = [
SHAPE ('psailotsTable', 0x10000, POINTER TO STRUCT( STRUCT([
SHAPE ('next', 0, POINTERI()),
SHAPE ('prev', 0, POINTER()),
SHAPE ('name', (0x40,0x100), 3TRING(fixedValue='Pzs', isPrintahle=False))])))]
e 1 searchpattern, RESQURCE):
print 1

paslotsTakle: [BZ002£578 (offset: O0000Z53) walus=553807872Z
next: @Mz1027000 (offset: OO000000) walue=553631744

prev: @M21027004 (offset: OO0O0004) walue=558133248

name ; Mz102706c (offset: O0O00OOOG:) walus='Pazs'

e

liiternationalgSecuitylConierence



n|u How about Solaris SPARC"GM‘

»23 pattern = [N
SHAPE(' pssSlotsTable’, Bx1080@, POINTER_TO_STRUCT( STRUCT (L

SHAPEC ' next’, B, POINIERC)),
SHAPEC  prev’, B, POINTERC).
SHAPEC name’, (Bx48,8x1088, STRING(f ixedValue='Pss’, 1
}}} for i in search(pattern, RESOURCE) :
print 1

pssSlotsTable: (1000001ed3B C(offset: BBBAA438Y value=18995384360%6L
next: (10081971008 (offset: ABPAEBAR) value=1099538253824L

prev: (10001991008 C(offset: BBBAOAAR) value=1899544035328L

name: [F1A081991AdA <offset: AABAAAAAY value='Pss’

>3
|

InternationalkSecuriiy;




nju
Example of complicated pattern

10
20
30
40
50
60
70

O O O

202553890
20A1C000
0
0
204A6CBO
204A77000

4

0

1

1FF
20A1D00O
0
204A6300
204A6EQ0
204A770CO0

8
0
0
20A1E000
204E8800
0
20426960

204A6EDO
204A71EQ

(@
0
20256090
20ADFO000
0
0
204A6A10
204A6F70
204A7230

[ O

XS e

.N
..... hd "iJ .3Jd
.1Jd .nd .nd pod

.pd .pd .gqd Ord
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NV pattern #2 e--

Pattern = |

SHAPE ("cache", (0, 0x10000), STRUCT([
SHAPE ("table size", 0, NUMBER((0x100, 0x100000))),
SHAPE ("tablel", 0O, POINTER()),
SHAPE ("table2", 0O, POINTER(),
extraCheck = lambda context:
context. table2 ==
context. tablel +

((context.table size + 1) * PSIZE)))]))]

# Shape is (Name, Place, Data type, Extra check function)
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I The Real World

O
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u Hedgehog Enterprise™ Severe Messages (3)

Dashboard | Sensors  DBMSs | Rules | Complance | Permissions | System | Update Reports ~ Welcome admin, Change Password Logout Support 1 Help

¥ Enabie auto refresh

[=] [Edi Fikers] I'-.l"rew Unreschved Last 7 Days j Delste Fiter

Alert 1D 12 Hest Name From e
Statement |Free Text Rezolution |Unresohved j Lewel j To il
Rule Name Tag Hame | 0 ] Regohve From -
Clignt IO Woduls Application Rezolve To o
Chent Info 05 User Uzer Timg |Last 7 daye 'ﬂ
DEMS |AIDBMSs = Sensor = Rule Type =
Cempliance =]
Display |30 j aleris per page. Sort Options

Apply Save Fillar Chear

Sekect Page, All Mone Alertz Resuls for: Unresclved Last 7 davs
Aclions: Reselve 1 Archive | Generale Repont Alert 1-30 of 35 First Previous Next Last
Level DBMS Time Rezolution Statement Rulez Aclion(z)
.

W = oxe 27 Apr200910:51:05  Unresolved select cname. uname . Excessi.., Catch all (3@ B e
@ oxe 27 Apr 2009 10:51:05  Unresolved insertinte sysauths (. Calch all ved | @) B
B o oxe 27 Apr200210:51:04  Unresolved GRANT DBATO SCOTT Catch all e | @ @
B = e 27 Apr 2009 10:51:04  Unresolved DECLARE INDEX_NAME VAR..  SQLInj..., Catch all =N ERIR
B0 O 57 Apr2002 10:51:04 Unresolved  DECLARE pindexinfo ODC.. Cateh all e (3 @ @)
B0 5 xe o7 Apr2009 10:51:04 Unresolved  CREATE ORREPLACE PACK..  Catch all e (3 8 B
B & oxe 27 Apr 2002 10:51:04  Unresolved select source from Sou... Catch all tes :E? E 'EJ
@0 5o 27 Apr2009 10'51:04  Unresolved CREATE OR REPLACE PACK..  Catch all e (3 @ B
B0 e 27 Apr 2009 10:50:20  Unresolved inser inte sysauths (. Caten all ved | B @B
B e 27 Apr 2009 10:50:20  Unresolved galect name,password d... Catch all ey | @ @
B 5 xe 27 Apr 2009 10:50:20 Unresolved salect privilege# leve. .. Excassi..., Catch all wey | @ EJ a
B0 & xe o7 Apr2009 10:50:20 Unresolved  GRANT DBATO SCOTT Catch all e [ @) B
B0 5 e 57 Apr 2002 105020 Unresolved  select metadata from k. Catch all [ 8 B
@0 = 27 Apr2009 10:50:20 Unresolved  select audits.properti. Excessi... Catch all w32 @ e

. R



niu

P

Sensor; aviadl-laptop.sen..
Session ID: 155

Serial# 1

User: SYS

0SUserr SENTRIGO\Aviadl
Action:

CMD Type: SELECT

Client Info:

Statement:
Rules: all
Accessed Owner
Objects: SYS
SYS
SYS
Inflow SQL;

Inflow Objects:  N/A

Resolution: Resolved
Resolved By: admin

Resolve Date: 05/03/2009 17:20
Reason: Test

<< Previous Alert Next Alert >>

Log on time: 2009-05-03 17:18:35.068

_. Alert 10012000 Details (03 May 2009 17:18:44)

Name

TRIGGERS
VIFWTRCOI S

Print View

DBMS: adb10203
Application: sqlplus.exe
IP: 192.168.252. 147

Host Name: AVIADL-LAPTOP
Terminal: AVIADL-LAPTOP
Module: sqlplus exe
Client ID:

select trigger_name from all_triggers where trigger_name like"%DUAL %'

Type

TABLE
TARIF

Close



nlu What's next?

*Open sourcing everything
*http://code.google.com/p/pymint/
http://code.google.com/p/pycandy/

*Add regex to mint

*Web Servers Monitoring

*Anti-Virus

*Flash debugger

Coffee...

liiternationalgSecuitylConierence


http://code.google.com/p/pymint/
http://code.google.com/p/pymint/
http://code.google.com/p/pycandy/
http://code.google.com/p/pycandy/

nju

FIN

Questions?
Nativ.Assaf@gmail.com

liiternationalgSecuitylConierence
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nju A trick to uncover |1 EEN
asterisks passwords

Email Password

David.Cohen. 1337 @agmail . cor m Login

liiternaticnalkSecurntyiConference




NU step 2 O

Email Password

David,Cohen. 1337 @gmail cor w Login

InternationalgSecurity[Conierence




NV step 3 [ O

"€ Cheat Engine 5.5 EEN
File Edit Process Help

00001 724-firefox, exe

=

Found: 2
Address Value
057C2530  somethingThatIEnow : Sellings

N75e0800 zomethingThat IKnow

Scan type [ Search far bext -

YWalue type | Test

b emary Scan Options

00400000 fFFFFFFF

Frozen Descriphion Address Tupe Walue -

Advanced options ?

algSecuritylconierence




U step 4 | con

AllocationFrotect=Read ke AllocationB aze=05700000 RegionSize=3E 000
O57C2500 eDO0GS O0ZEOO0 00063 007000000063 00m &
O57C2510 01 0000 0062 000000 73 00 6F 00 6D 00 &5 00
057C2520 S00061 007300730077 006F 00720064 00F &
057C2530 73 006F 006D 00 G5 007400680069 00GE 00 = o
057C2540 67 0054 0063 006100 740049 004B006E00g T
O57CZ2550 eF 00 77 000000000060 00100103 000000c w
O57C2560 000000 00120013 0000000000000000A00
O57C2570 4900 2C81 440063581 4600688316661 63001 , Dh Fh fac
O57C2580 08 7?7 EF 680100000017 00000017 000000 wih
O57C2590 10 3C 78 058027 7805 006F 23 05 E010 2405 «<x 1's of & %
O57C25A0 40 6E 23 05 305F 22 05 5099 23 05106587 22 05 @ng 0" Py W"
OS7C25B0 40 A5 23058064 2305 C0O6R32305C091 2305 @=t 1dt Act A g
OE7C25C0 0063 23050047 2305 2098 9F 04 BO A7 9F 04 =& G 11 “11
OS7C25D0 B0 CA9F 04 A0 11 20 05 EQ0GEB OGS 07 40E7 46 03 1E1 ale  @gE
OS7C25E0 40S5BE6 04 60ES 46 03 00 32 AB 03 466163 00@[) "&F 27 Fac

)
il R ) B
H= O O™

S I
FaH-H 2
= 2 Lm0

Mo
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